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EXECUTIVE SUMMARY 

Background 
 

The Office of Internal Auditing (OIA) supports 

and assists the Board of Trustees and Executive 

Management in the accomplishment of 

University goals and objectives by providing 

 Insight into operations 

 Reasonable assurance regarding the 

effectiveness and efficiency of activities 

 Independent and objective evaluations 

Generally Accepted Government Auditing 

Standards and the Institute of Internal Auditors’ 

Standards require a risk based audit plan with 

review and approval from the governing 

authority.  This report represents the Office of 

Internal Auditing’s annual plan for the 2011-

2012 fiscal year. 

The plan is designed in a manner aligned with 

the university’s structure and our departmental 

resources.  Notable items for the upcoming year 

include the following: 

 The department added an Information 

Technology (IT) Auditor January 2011.  

This will result in an increase in IT audit 

coverage. 

 There are approximately 3,883 direct hours. 

 Several projects are carried forward from the 

previous fiscal year. 

 The risk assessment will be refreshed 

midway through the fiscal year and the audit 

plan will be adjusted accordingly if 

necessary. 

Risk Assessment 
The risk assessment serves as a means to  

 Identify university risks and 

 Measure the potential impact and likelihood 

of occurrence. 

The risk assessment results in a risk rating of 

High, Moderate or Low for identified processes 

and functions.  The Office of Internal Auditing 

benefits from this process by using the results to 

develop a risk based audit plan. 

In its fourth year of existence, the rating process 

is now completed directly by a majority of the 

function owners. 

The 2010 – 2011 fiscal year yielded the 

following results: 

209 Total Functions/Processes 

42 High Risk Processes 

64 Moderate Risk Processes 

23 Low Risk Processes 

80 Processes w/No Rating 

As mentioned, this was the basis for the current 

year plan, however, it will be refreshed during 

the 2012 year.  Adjustments will be made if 

necessary.  
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Allocation of Resources 
Our services include Assurance Engagements 

(audits), Management Advisory Services, 

Investigations, and Follow Up on outstanding 

audit issues.  Ideally, a majority of the direct 

time allocation should be to assurance 

engagements.  We plan to allocate over 70% of 

direct time available to assurance engagements 

as evidenced in the table to the right. 

 

 

 

 

 

Proposed Audit Plan Summary 
The 2011 – 2012 proposed audit plan was 

developed utilizing information obtained during 

the risk assessment process, risk assessment 

results, available resources and staff 

background/knowledge.  The result is a plan that 

addresses global risks such as accounting for 

cash and cash equivalents as well as risks within 

Academic Affairs and Student Affairs.  A plan 

summary is displayed to the right.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Description % 

Assurance Engaements (Audits) 73% 

Other Direct Hours 12% 

Consulting Services 7% 

Investigations 6% 

Follow Up 2% 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Proposed 2012 Plan 

Planned Engagements 

Application Security 

Financial Aid 

Osprey 1 Card 

Grade Integrity 

Fuel Usage 

Server Discovery & Security 

Advisory Services  

Investigations  

Follow up  
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INTRODUCTION 
 

Every University of North Florida (UNF) 

employee is entrusted with assets that are to be 

utilized in the achievement of university goals 

and objectives. Utilizing these assets places 

them at risk daily. Within any business, events 

can occur that impact (negatively or positively) 

the achievement of goals and objectives. A key 

function of the Office of Internal Auditing (OIA) 

is to understand, audit/evaluate, and report to 

management and the Board how risks are being 

managed. 

The Institute of Internal Auditors’ (IIA) 

Professional Practices Framework provides 

standards that delineate basic principles that 

represent the practice of internal auditing as it 

should be. It is the intention of the OIA to 

comply with the standards unless or until 

prohibited by law.  As it relates to audit 

planning, auditing standards require the OIA to: 

 Prepare an annual risk assessment that 

considers input from senior management 

and the board  

 Coordinate with other internal and external 

service providers to minimize duplication of 

efforts 

 Communicate the plan and resource 

requirements to the Board 

 Obtain Board approval of current year audit 

plan 

 Provide the Board with periodic status 

updates 

 

 

 

This report represents the Office of Internal 

Auditing’s 2011 – 2012 Annual Audit Plan.  The 

intent is to communicate the plan to the Board 

and demonstrate compliance with applicable 

standards.  The objectives of the report are to: 

 Describe the risk assessment methodology 

and communicate/report the results 

 Discuss resources and resource allocation 

 Present an audit plan for review and 

approval based on risk assessment results 

and available resources 

 Present current year performance 

measurements 

 Discuss other current year goals 
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RISK ASSESSMENT 
 

In partnering with management to create a risk 

conscious climate, the Office of Internal 

Auditing (OIA) performs risk based audit 

planning.  This allows us to focus audit priorities 

on areas where risk exposure is potentially the 

greatest.  Assessing risk is an essential 

component of risk based audit planning.  The 

current risk assessment methodology is one that 

consistently applies qualitative and quantitative 

risk factors to a set of functions and processes.  

The result is a risk score that translates to a risk 

rating for identified business processes. 

Risk Assessment Methodology 

As mentioned, the overall goal of the risk 

assessment is to rate functions in a manner that 

distributes them into high, moderate and low 

risk categories.  The overall process is 

summarized as follows: 

 Determine processes/functions undertaken 

to achieve goals and objectives 

 Group the processes into logical categories 

 Score/rate risk factors for each process by 

surveying, interviewing and otherwise 

interacting with process owners 

 Review total risk scores and ratings 

 Develop the audit plan 

What follows is a more detailed description of 

risk assessment components including Risk 

Functions, Risk Categories/Areas, Risk Factors, 

and Risk Ratings. 

 

 

 

 

 

 

 

 

 

Risk Functions 
Risk functions represent university processes 

undertaken to achieve goals and objectives (i.e. 

purchasing, instruction, financial aid awards, 

accounts payable, endowment management, etc). 

All functions pose a risk. This is true in any 

organization as all business activities come with 

their own unique set of risks. The purpose of the 

Risk Function is to identify all activities 

undertaken to achieve goals and objectives.  

These also represent areas that may be audited 

and therefore comprise the audit universe.  The 

list of functions is fluid and changes as the 

university redefines processes. 
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Risk Categories/Areas 
Categorizing risks allows us to group similar 

items and compare various risk areas (i.e. 

Administration & Finance vs. Student Affairs 

vs. Academic Affairs, etc). The Risk Categories 

are as follows: 

 Administration 

 Legal & Compliance 

 Information Technology  

 Academic Affairs  

 Student Affairs  

 Facilities & Maintenance 

 Development & External Relations  

 Auxiliaries & Other Business Arrangements  

 Risk Management Health & Safety  

 Governance & Strategic Vision  

 Personnel Management 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Risk Factors 
Risk factors are a set of attributes used to assess 

the inherent risk of a given function.  We have 

strategically chosen 6 factors that represent the 

major risks that should be appropriately 

mitigated in any organization.  Each factor is 

consistently applied to each identified function 

via a scoring (1 to 5) and weighting (0 to 100%) 

process.  The result is a risk score that translates 

into a High, Moderate, or Low Risk Rating. 

 Management’s Control Environment 

 Public and Political Sensitivity 

 Business Exposure 

 Compliance Requirements 

 Complexity of Operations 

 Organizational Change and Growth 
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Risk Assessment Results 
 

The long term objective is to create a process in 

which the risk assessment is a collaborative 

effort between the Office of Internal Auditing 

(OIA) and process owners.  As mentioned 

previously, the process is currently in its 

infancy.  In prior years, the OIA rated the 

functions.  We are slowly integrating process 

owners into the risk assessment process.  

Therefore, the current year results are a 

combination of items completed via 

collaboration with process owners (through 

surveys), those rated by the OIA or those not 

rate at all.  This page contains the results of the 

2010 – 2011 fiscal year risk assessment.  The 

assessment will be updated for the 2012 year at 

its midpoint.  Adjustments will be made 

accordingly, if necessary. 

 

 

209  Identified Functions (137 prior year) 

42  High Risk 

64  Moderate Risk 

23  Low Risk 

51  Rated By OIA 

78  Rated by Process Owners 

Functions with High risk ratings merely indicate 

that it is inherently a risky activity due to factors 

such as large expenditures and/or revenues, high 

liquid assets, high degree of public interest, 

significant number of students, vendors or 

stakeholders affected the process, etc.  A High 

risk rating does not mean that a business process 

is being managed ineffectively or that internal 

controls are not adequate.  Detailed results are 

presented below.  

Figure 1 - Risk Distribution 

Risk Area High Moderate Low Unrated Total 

Academic Affairs 7 1 7 31 46 

Auxiliaries & Business Arrangements 3 10 8  21 

Governance & Strategy 2  5  7 

Development & External Relations   3  3 

Facilities, Property, Maintenance 2 4 5  11 

Finance, Accounting & Support 6 3 13  22 

Information Technology 8 2 17  27 

Legal & Compliance 10 1 1 1 13 

Personnel Management 3  5  8 

Risk, Health & Safety 1 2   3 

*Student Affairs    48 48 

Total 42 23 64 80 209 

*Currently working with the unit to complete during the fiscal year.  Plan adjustments will be made if 

necessary.



 

10 Office of Internal Auditing | University of North Florida 

 

RESOURCES ALLOCATION 
 

Financial Budget 

The Office of Internal Auditing (OIA) has a budget of approximately $294,000.  A vast majority of 

funding is allocated to salaries, wages and benefits for the 3 audit and 1 support positions.  We will 

continue to use the allocated salaries and wages to hire and maintain qualified staff.  Approximately 4% 

of funding is allocated to operating expenses such copying, telephone, supplies, training and travel.  The 

goal is to utilize these funds primarily for training that is relevant in higher education and non-profit 

environments. 

 

Figure 2 - Financial Resources 

 
 

Salaries & 
Wages, 
96.12% 

Supplies/Postage, 
0.26% 

Telephone, 0.58% 

Copy Services, 
0.51% 

Reference 
Materials, 0.10% 

Dues, 0.38% 

Training, 
0.90% 

Travel, 
1.15% 

Miscellaneous, 
0.01% 

Other, 3.88% 
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Personnel Time Allocation 

 

The Office of Internal Auditing (OIA) is 

authorized to employ 3 professional audit and 1 

administrative support positions.  The department 

is currently staffed with 1 Director, 1 Senior 

Auditor and 1 Information Technology (IT) 

Auditor. 

The current department structure provides 

approximately 6,240 allocable hours.  The OIA’s 

goal is to allocate a majority of its effort to 

performing assurance activities, with a moderate focus on support activities while still allowing time for 

professional development.  The time allocation strategy is presented below. 

Category Description 

(1) paid time off Because the University of North Florida provides healthy paid time off benefits, 

this budget line item is adjusted to be better aligned with estimated usage. 

(2) professional development Professional development is pertinent to maintaining a staff with the necessary 

skills to perform job functions. 

(3) indirect activities 
Indirect hours comprise of administration tasks necessary to operate.  There 

typically is an inverse relationship between the amounts of time the Director 

spends on indirect projects when compared to other personnel. 

(4) direct activities Direct hours is time dedicated to performing core services such as assurance 

activities (audits), consulting services and investigations. 

 

Figure 4 - Time Allocation 

 
Director Senior Auditor IT Auditor Totals 

 *Paid Time Off 291 291 291 874 14% 

Professional Development 76 52 52 180 3% 

Indirect 823 240 240 1,303 21% 

Direct Audit Hours 890 1497 1497 3883 62% 

Total Hours Available 2080 2080 2080 6240 100% 

 
*Fairly volatile number.  Includes 9 holidays, 8 paid days off for Christmas, 80% sick time available pull thru, 50% 

vacation time pull thru. 

Note:  Some numbers are rounded. 

  

 
Figure 3 - Human Resources 

Director 
Robert Berry 

Senior Auditor 
Brian Endee 

IT Auditor 
Sherri 

McCormack 

Student Worker 
Open Position 

Administrative 
Assistant 

Dorothea Kent 
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Assurance Services Time Allocation 

 

The Office of Internal Auditing has 3 audit professionals within which effort must be effectively and 

efficiently allocated to deliver services.  Specific services include Assurance Engagements (Audits), 

Consulting Engagements, Investigations and Follow Up on outstanding audit issues.  Ideally, a majority 

of the direct time allocation should Assurance (internal audit) engagements.  Therefore, we have 

developed a time allocation strategy that dedicates over 70% of direct time to these engagements while 

allocating sufficient time for Follow Up, Investigations and Consulting Services. 

 

 

 
Figure 5 - Audit Services Allocation Graph 

 

Follow up 
2% 

Investigations 
6% 

Consulting Services 
7% 

Direct Assurance 
Hours 
73% 

Other Direct Hours 
12% 
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AUDIT PLAN 
 

The audit plan is developed using a variety of factors including risk assessment results, available 

resources, prior audit coverage, and external audit coverage.  The intention is for this to be a rolling plan.  

Each year, we include contingency audits.  This is done in anticipation of personnel changes, audit 

cancellations, etc.  We attempt to adhere to the plan, however, the need will arise to interchange, adjust or 

cancel engagements. 

 

 2012 2013 2014 

Planned Assurance Engagements 

Cash Collections/PCI CON  X 

Application Security CON  X 

Financial Aid CF   

Osprey 1 Card X   

*Campus Security CF   

*IntelliKey System    

*Andover System    

*Residential Management System    

*Pelco System    

Grade Integrity X   

Server Discovery and Security X   

Fuel Usage X   

Student Affairs X   

Change Management  X  

Grants/Contracts  X  

Information Security  X  

Wireless Security  X  

Intellectual Property   X 

Student Health Services   X 

Foundation Accounting   X 

Other Direct Activities    

Risk Assessment X X X 

Quality Assurance Review X   

Audit System Development X   

    

Advisory Services X X X 

Investigations X X X 

Follow up X X X 

 

CF – Carry Forward 

CON – Contingency Audit 

CAN – Cancelled Audit 

*Campus Security evolved into the 5 engagements listed.  As a result, it was carried over. 
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GOALS & PERFORMANCE 

MEASUREMENTS 
 

Standards for the Professional Practice of Internal Auditing, promulgated by the Institute of Internal 

Auditors, state that, “The chief audit executive must develop and maintain a quality assurance and 

improvement program.”  Overall, the program should be designed to enable an evaluation of the internal 

audit activity’s conformance to standards and allow an assessment of the efficiency and effectiveness of 

the internal audit activity. 

In response to this requirement, we developed performance measurements designed as a basis for 

evaluating the department’s performance.  The measurements, presented below, include goals for 

personnel, productivity, communication, quality and effectiveness. 

Figure 6 - Performance Measurements 

# Measurement Goal/Criteria Target Range Specific Target 

Personnel 

1.  Non Student staff with college degrees 70% to 100% 75% 

2.  Non Student staff w/Certified Internal Auditor 60% to 100% 50% 

3.  Non Student staff with other certifications 50% to 100% 50% 

4.  Professional development hours/employee 40 to 60 hours 40 hours 

5.  Facilitate one training session/3 years 1 to 3/3 years 1 

Productivity 

6.  Staff Auditor – direct utilization ratio 65% to 72% 68% 

7.  Senior Auditor – direct utilization ratio 55% to 72% 61% 

8.  Information Technology Auditor 55% to 72% 61% 

9.  Director – direct utilization ratio 15% to 43% 25% 

10.  Manage engagements with 20% of budget N/A N/A 

Reporting/Communications 

11.  Report turnaround time 5 to 15 days 10 Days 

12.  Finance & Audit Committee communications 4 to 6/year 4 time/year 

Quality & Effectiveness 

13.  Client satisfaction survey results 3 to 5 3 
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WEBSITE 
http://www.unf.edu/internal_auditing/ 

 

MAIL 
1 UNF Drive 

Jacksonville, Florida 32224 

 

 

PHONE 
904.620.2851 

 

REPORT FRAUD 
http://www.unf.edu/internal_auditing/Report_Fraud.aspx 

 

Contact the Office of Internal Auditing 

http://www.unf.edu/internal_auditing/
http://www.unf.edu/internal_auditing/Report_Fraud.aspx

